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Abstract 
This article is aimed at the analysis of the features of the ecosystem of the digital educational 

environment. As a research method the testing method was used, which allows to effectively 
determine the complex of personal determinants of the personality of a pupil as a subject of 
educational activity, which are important for his psychological safety when using digital 
educational technologies and digital educational products. The article describes the peculiarity of 
the current stage of development of the practices of using digital educational technologies and 
digital educational products in the school educational process. The authors analyzed the 
psychological and pedagogical foundations of standardization of digital educational products and 
digital technologies in the educational environment of the school. The authors of the article – 
for the first time – investigated the digital education ecosystem and identified psychological and 
pedagogical requirements for the use of digital educational products and digital technologies in the 
educational process. The following psychological and pedagogical requirements are defined: 
compliance of digital educational technologies and digital educational products with a zone of 
child's immediate development; taking into account the leading activity in each age period when 
using digital educational technologies and digital educational products; taking into account specific 
psychological neoplasms of students at each age stage; taking into account the need for compliance 
of digital educational products and digital technologies with students' self-knowledge through 
understanding and finding personal meanings; the safety of digital educational technologies and 
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digital educational products for the physical, psychological and social health of participants of the 
educational process. 

Keywords: digital educational technologies, digital educational products, students, digital 
education ecosystem. 

 
1. Introduction 
The world has changed significantly over the past decades, and the Internet has played a 

leading role in this change. He transformed many social relations including the field of education. 
Consumers of educational services have become much more aware of the possibilities of choosing 
educational institutions, educational technologies and products. They have formed new high 
expectations from the educational services they consume and – the most important – information. 
(Volodin, 2002; Mironov, 2005; Nazarchuk, 2002; Yuldasheva, 2012; Borisov, 2001). 

With regard to information, these expectations consist primarily in its presentation through 
new digital technologies. M. Castels laid a new economy as the foundation of a new society based 
on knowledge and, accordingly, on the most advanced technologies and culture of real virtuality.  

The meaning of such culture is to immerse the real world into the virtual, their mutual 
interweaving. The lack of established contact between the worlds means a break in communication 
and death of the acting subject. M. Castels in his works emphasizes the network structure of the 
knowledge society, and therefore even replaces the concept of the information society with the 
network society (Castels, 2004). He also transfers this network feature to the field of education. 
The specificity of the network society in the context of education is manifested in the use of virtual 
space, visualization and distance technologies in the educational process. The network will 
eventually replace the teacher's monopoly, and collective forms of education will begin to develop 
in the digital environment of virtual communities (Castels, 2001). 

The theoretical and methodological foundations in the field of the knowledge society and the 
role of education and communication have been considered in the works of many scientists. 
(Andreeva, 2002; Bespalko, 2002; Nazalchuk, 2002; Bauman, 2004; Slikishina, 2012). Among the 
researches of the last decade, the issues of information society, digital communication and 
education are dealt with (Weindorf-Sysoeva, 2013; Puchkova, 2019; Sorokoumova, 2019; 
Kuzhevskaya, 2019; Rabinovich, 2020). The role of the information and educational environment 
in digital communication, as well as issues of digital knowledge management in educational 
institutions is considered in various works (Voiskunsky, 2002; Ignatiev, 2008; Leshchinsky, 2011; 
Makarov, 2016; Kozlova, 2018; Mikhaleva, 2019). The quality and content of education, 
its compliance with modern requirements, determine the level of intellectual potential of society. 
Thus, in order for the country to complete the transition to the information society, it is necessary 
to meet a number of parameters, one of which is the digital informatization of education. 

The process of informatization of society involves the global and widespread use of 
information as public resource. The public nature of information is determined by the fact that 
information, unlike other resources, is not depleted in the process of its consumption, its quantity 
remains the same. For the participants of the educational process, this is not so much a whim as a 
necessity due to the specifics of the new information society, the huge amounts of new data that 
accompany a person every day (Sorokoumova, 2019; Puchkova, 2019; Temnova, 2019). 

At all times, researchers saw problems and ideas in the education system that were 
questioned and criticized, new views on the learning process were proposed, relative to their time. 
Scientists sought to describe the essence of education as a social phenomenon, its place in public 
life and its dependence on the social way of life (Angelovsky, 1991; Churekova, 2001; Markov, 
2003; Myasnikov, 2006; Dzyatkovskaya, 2016). 

Some of the ideas of the classics regarding education still remain relevant, although the 
context of their application has significantly transformed in the digital society. In the context of 
globalization, the development of information and communication technologies determines the 
essence of social transformations in the field of education. In our opinion, special attention should 
be paid to the ecosystem of the educational environment. 

The ecosystem of the educational environment is a stable interrelation of all subjects involved 
in the process of education and upbringing. The digital educational environment includes digital 
technologies and products that can significantly affect the stability of the educational ecosystem, 
changing and transforming it, affecting the interaction of participants in the learning and 
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upbringing process with each other (Cherdymova, 2021). By digital educational technologies we 
mean a way of organizing the educational environment based on modern information technologies 
translated into electronic format using computers, tablets, other gadgets and Internet resources. 
Digital educational products are the result of the work of an individual or a group of persons, 
expressed in the form of a digital educational product and a digital educational service (metadigital 
educational complexes, online platforms, remote classes, computer programs, electronic textbooks, 
audio and video lectures, electronic notes, multimedia presentations, game simulators, etc.) 
(Cherdymova, 2021). 

Modern digital learning is based on the principle of active learning, unlike traditional. 
Students not only receive knowledge in a ready-made form, but also participate in the process of 
obtaining new knowledge. The main responsibility in this case falls on the students, and not on the 
teacher. Digital education is becoming particularly relevant with the introduction of third-
generation federal state standards and related reductions of classroom work and the expansion of 
forms of independent learning using digital educational technologies and digital educational 
products, but the psychological and pedagogical foundations of standardization of digital 
educational products and digital technologies have not been worked out yet. 

Today's educational guidelines are focused on improving the organizational methods of the 
educational process, we, in turn, pay attention to the psychological and pedagogical foundations of 
standardization of digital educational products and digital technologies, using the causal approach 
described in the works of A.F. Anufriev The causal approach has a number of prerequisites for its 
emergence. First of all, this is a theoretical and methodological analysis of psychodiagnostics, 
conducted in the works of L.S. Vygotsky and the idea that any mental process should be considered 
as a part of a specific activity (practical or mental), and according to which every external activity of a 
living being contains mental components through which its regulation is carried out (Anufriev, 2019). 

Taking into account the ideas of L.S. Vygotsky about a zone of proximal development 
(Vygotsky, 1935), one of the psychological and pedagogical requirements for the standardization of 
digital educational products and technologies can be their compliance with a zone of proximal 
development of a child, and this applies to all higher mental functions (memory, attention, 
thinking, etc.), and refers to multifunctional mental formations (intelligence, arbitrariness, 
awareness of action), skills (literacy, reading). Moreover, L.S. Vygotsky notes that the concept of a 
zone of prroximal development is applicable to different aspects of the child's personality, that, 
undoubtedly, should be taken into account when using digital educational technologies and digital 
educational products (Vygotsky, 1984). 

In our opinion, the standardization of digital educational products and digital educational 
technologies should also be based on the ideas about leading activities developed by A.N. Leontiev 
and taken by D.B. Elkonin as a basis for considering the periodization of personal development. 
As A.N. Leontiev said about the leading activity, that each stage of mental development is 
characterized by the certain, leading at this stage, child's attitude to reality, the certain, leading 
type of his activity, therefore, it is necessary to talk about the dependence of the development of the 
psyche not on activity in general, but on the leading activity. This is an activity in which private 
mental processes are formed or rebuilt, on which the main psychological changes of the child's 
personality observed during the period of development, this is an activity which development 
determines the most important changes in the mental processes and psychological features of the 
child's personality at this stage of his development (Leontiev, 1983). D.B. Elkonin emphasized that 
each age, as a peculiar and qualitatively special period of a person's life, is characterized primarily 
by a certain type of leading activity and specific psychological neoplasms that arise due to it. 
All three epochs – early childhood, childhood, adolescence – are built on the same principle and 
consist of two periods that are naturally connected. The transition from one epoch to the next 
occurs when there is a discrepancy between the operational and technical capabilities of a child and 
the tasks and motives of activity on the basis of which they were formed. The periods in which 
there is a predominant development of the motivational and need sphere are naturally followed by 
periods in which there is a predominant formation of operational and technical capabilities of 
children, and vice versa (Elkonin, 1971). 

Therefore, the basis of the psychological and pedagogical requirement for the standardization 
of digital educational products and digital technologies can be put forward the requirement to take 
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into account the leading activity in each age period. And the requirement to take into account 
specific psychological neoplasms of students at each age stage. 

Taking into account the ideas of E.A. Sorokoumova about the psychology of self-knowledge in 
learning, we consider self-knowledge as a process of development and enrichment of 
consciousness. Self-knowledge is the process of gaining knowledge about oneself by distinguishing 
oneself from others, identifying and separating oneself from other people based on comparing 
oneself with them and with oneself in the past, present and distant future. Self-knowledge becomes 
a starting point for the consolidation and unity of people, regardless of their views, life positions, 
guidelines, life philosophy. The psychological mechanism of self-knowledge is understanding as a 
process and result of finding, generating and interpreting the personal meanings of the subjects of 
interaction, learning and communication (Sorokoumova, 2010). On the basis of this information, 
the following psychological and pedagogical requirement should be put forward for the 
standardization of digital educational products and technologies about the need for digital 
educational products and digital technologies to correspond to students' self-knowledge through 
understanding and finding personal meanings. Semantic attitudes provide an individual with 
familiarization with the system of norms and values, self-defense and self-affirmation of the 
individual in the digital educational space. 

In addition to these requirements, the undoubted requirement for digital educational 
products and digital educational technologies is the requirement for their safety for the health of 
the student. A.A. Verbitsky, the author of the theory of contextual education, pointed out that 
thinking speech is born only through live dialogical communication of a child with his mother, 
a student with a teacher, etc. "Leaving a child and even an adult alone with a computer leads to the 
fact that both speech and thinking suffer, they simply do not form and do not develop. And the 
dialogue with a computer is just a metaphor" (Verbitsky, 2016). 

Thus, it should be noted that the digital educational ecosystem is one of the central categories 
of the modern educational process, which should correspond not only to the acquisition of 
knowledge by students, but also not harm the psychological, physical and social health of 
participants of the educational process. 

 
2. Materials and methods 
In order to verify the need to take into account all above-mentioned psychological and 

pedagogical foundations of standardization of digital educational products and digital technologies, 
we conducted the research aimed at identifying a set of personal determinants of a pupil, important 
for his psychological security in the Internet space. 

The problem of the research is the existing contradiction between the digital technologies and 
products used in the educational practice that do not have standards of use today, and the 
psychological safety of students in whose training these digital technologies and products are used. 

The purpose of the research is to determine the complex of cognitive and personal qualities of 
a younger student that contribute to his psychological security in the Internet space, that, in turn, 
can act as the psychological and pedagogical criteria for standardization of digital technologies and 
products. 

At the first stage of the research, a theoretical and methodological analysis of issues related to 
the problems of psychological security in the Internet space was carried out. 

At the second stage, the compilation of methodological tools that meet the purpose of the 
research was carried out. 

At the third stage, the personal determinants of the psychological security of pupils in the 
Internet space were studied. 

The primary sample consisted of 170 primary school students, 47 % of them – boys and 53 % 
− girls. The sample of the participants was formed taking into account the following parameters: 
1) digital educational technologies and products are used in the educational process beginning from 
the first year of study; 2) all the students have experience of distance learning during the period of 
the forced quarantine due to the pandemic; 3) all the students study according to the same 
educational program. After the survey, two additional selection criteria were applied to the entire 
sample: a) the results of students' education meet the requirements of basic general education: 
based on the analysis of academic performance, students whose average academic performance 
score is 4 are selected; b) the absence of signs of Internet addiction among the schoolchildren that 
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was determined on the basis of a questionnaire constructed according to the method of 
"Diagnostics of Internet addiction" by K. Yang (adaptation by V.A. Burova) in an abbreviated form. 

After the additional selection of the participants and in order to test the empirical hypothesis 
about the presence of significant differences between the subgroups of the sample, two groups were 
identified: a) group 1 – 2nd grade students (58 participants) aged 8-9 years; b) group 2 – 4th grade 
students (45 participants) aged 10-11 years. 

For the psychodiagnostic examination the following methods were used (Rogov, 1999; 
Raygorodsky, 2011; Sorokoumova, 2015): 

1. The questionnaire to identify the features of digital communication of students in the 
Internet environment. 

2. The Phillips’ School Anxiety Questionnaire. 
3. The Dembo-Rubinstein’s method of self-esteem diagnostics. Modification of the 

Parishioners. 
4. The Kuhn's test. The Test "Who am I?" (M. Kuhn, T. McPartland; modification by 

T.V. Rumyantseva). 
5. The Method of "Simple analogies". 
6. The D. Lampen Method "Tree" in the adaptation by L.P. Ponomarenko 
Verification of the results of the participants for the normality of the data distribution was 

carried out using the Kolmogorov-Smirnov criterion. The data are distributed according to the 
normal law, the search for significant differences was carried out according to the mathematical 
coefficient of the Manna-Whitney. 

 
3. Results 
The analysis of the results of the empirical research is presented in accordance with each 

psychodiagnostic technique and the data of the search for significant differences between the 
subgroups of the sample. 

According to the results of the survey, it was established that the digital communication of 
students has specific features that distinguish it from the communication in an offline 
environment; there were no differences between the subgroups of the sample. Let's present the 
main features of digital communication of students in the Internet environment in Figure 1. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. The features of digital communication of students in the Internet environment 
 
According to the B. Phillips School Anxiety Questionnaire, no significant differences were 

found between the subgroups of the sample. According to the sample as a whole, a number of 
parameters should be noted that reduce the psychological safety of schoolchildren: 45 % of them 
experience fear of self-expression, 41 % of students experience fear of a knowledge test situation, 
36 % have a fear of not meeting the expectations of others. Low physiological resistance to stress 
was detected in 22 % of students. 

From the results of the Dembo-Rubinstein Self-esteem Diagnostic Method (modification of 
A.M. Prikhozhan) no significant differences were found between the subgroups of the sample. 
The following data were obtained for the sample as a whole: − on the "Mind, Abilities" scale 58 % 
rate themselves as normal; 33 % have an overestimated self-esteem; 9 % have an underestimated 

The features of digital communication of students in the 

Internet environment 

Short messages 

The design language, 

there are avatars and 

a background for 

transmitting 

information 

The great role of images, 

emojis in communication 

Trust in Internet 

reality and 

simulacra 



European Journal of Contemporary Education. 2021. 10(4) 

1008 

 

self-esteem; − on the "Character" scale 54 % rate themselves as normal; 40 % have an 
overestimated self-esteem; 6 % have an underestimated self-esteem; − on the "Self-Confidence" 
scale: 40 % rate themselves as normal; 45 % have an overestimated self-esteem; 14 % have an 
underestimated self-esteem. 

According to the scales of "Peer authority", "Appearance", "The ability to do a lot with one’s 
own hands", the dominant percentage of participants had an overestimated self-esteem. Thus, 
most of the younger students have the adequate and increased self-esteem. 

The search for significant differences in the self-esteem parameter between grades 2 and 
4 showed that they are in the zone of insignificance. In addition, the "Who am I?" test was conducted 
(M. Kuhn, T. McPartland; modification by T.V. Rumyantseva). There were no significant differences in 
the subgroups of the sample. According to the sample as a whole, it was revealed that 90 % of 
schoolchildren have the adequate self-esteem and only 10 % of the participants have a self-esteem 
index below the norm that corresponds to the indicators of the previous diagnostic methodology. 

The analysis of the data using the "Simple Analogies" Method among students in grades 2 
and 4 showed that in grades 4 there are more students with a low level of cognitive development 
(5 %) and fewer students with a level of cognitive development below average (15 %). There are 
more students with a high level of cognitive development in grades 2 (40 %), and more students 
with an average level of cognitive development in grades 4 (47 %). The result of the search for 
significant differences between students of grades 2 and 4 is presented in Table 1. 

 
Table 1. Results of the comparative analysis using the "Simple analogies" method (Ucr at  p≤0,05; 
p ≤ 0,01)  

 
Name of the scale Average values UEmp Significant 

differences 2nd grade 
(n=58) 

4th grade 
(n=45) 

High level of cognitive 
development 

24± 1,21 11± 1,25 0 Presence 

Average level of cognitive 
development 

9± 0,96 16± 1,1 0 Presence 

The level of cognitive development 
is below average 

17± 1,14 6± 1,26 0 Presence 

Low level of cognitive development 8± 1,01 12± 1,08 0 Presence 
 

The presence of significant differences between students of the 2nd and 4th grades at all 
levels of development of cognitive abilities has been established. 

The Method "Tree" by D. Lampen (adaptation by L.P. Ponomarenko) was carried out with an 
addition to the instructions: the participants were asked to choose a little man who reminds them 
of themselves in the process of distance learning and independent work with the digital 
technologies and products. The analysis of the results showed that compared with the 2nd grades 
(25 %), there are noticeably fewer students in the 4th grades who claim leadership positions (16 %), 
while there are more students who want to achieve success without an effort on their part (34 %). 
A slightly less noticeable the decrease in the number of students with normal adaptation and 
students who are ready to overcome obstacles in the learning process. The search for significant 
differences is presented in Table 2. 

 
Table 2. Results of the comparative analysis using the "Tree" method (UCr at p≤0,05; p ≤ 0,01)  

 
Name of the scale Average values UEmp Significant 

differences 2nd grade 
(n=58) 

4th grade (n=45) 

Leadership Mindset 69,0± 1,23 61,9± 1,64 0 Presence 
Normal adaptation 65,9 ± 1,26 64,7± 1,12 2 Absence 
Sociability, friendly support 69,0 ± 1,23 68,4± 1,26 3 Absence 
Desire to achieve success without 61,9± 1,64 64,8± 1,71 0,5 Absence 
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making an effort 
Detachment 68,8± 1,24 66,3± 1,36 1 Absence 
Mindset for overcome obstacles 66,8± 1,53 62,7± 1,13 0 Presence 
Motivation for entertainment 74,2± 1,18 70,4± 1,26 0 Presence 

 
According to the scales "Leadership Mindset", "Mindset for overcome obstacles", "Motivation for 

entertainment", significant differences were revealed between students of the 2nd and 4th grades. 
We can state a twofold trend that with the increase in learning experience with the use of digital 
technologies and products, both positive personal characteristics (leadership mindset, mindset for 
overcoming obstacles) and negative ones (motivation for entertainment) are developed. 

 
4. Discussion 
Based on the results of the research, it can be concluded that digital technologies and digital 

products in the learning process for this category of students were used prematurely, this led to the 
emergence of risks of developmental disorders. Therefore, one of the conditions for the use of 
digital technologies in education should be taking into account the stages of age-related 
development. Also, the obtained data indicate a decrease in personal characteristics that ensure the 
success of mastering the program material and the overall development of students. 

Taking into account the fact that students with a level of cognitive development below 
average are at risk, it can be assumed that the most vulnerable category of students are children 
with special health opportunities and developmental disabilities. The use of digital technologies in 
the learning process becomes for them possible only when taking into account their zone of closest 
development according to Vygotsky. 

One of the challenges to traditional education and an incentive for the transition to digital 
communication was the rapid development of education using digital educational technologies and 
digital educational products. The digital environment is focused on a person who is capable of self-
organization in order to acquire knowledge and skills. The basis of education using digital 
educational technologies and digital educational products is distance learning, which assumes the 
presence of digital environment as an intermediary between a teacher and a student. Gamification of 
education has particular interest in education due to the use of digital educational technologies and 
digital educational products as a way to resolve the contradictions between the desire to play and the 
unwillingness to learn and perform routine actions. The reasons for introducing game elements into 
education are diverse: knowledge is easier to learn in the game; the game causes a state of pleasure, 
time flies imperceptibly in it; players communicate on an equal footing, without hierarchies of 
relationships; progress is visible in the game and there is reinforcement with rewards. 

The digital information and educational environment can provide the greatest assistance in 
mastering the skills that are in demand today in the context of educational organizations. 
The educational environment with the use of digital educational technologies and digital 
educational products is a systematized set of educational, methodological, organizational, 
informational and technical conditions aimed at the educational process and its participants. Its 
main goal is to improve the quality and accessibility of education, create conditions for the 
development of creative potential and professional and personal formation. 

 
5. Conclusion 
In addition to the adapted digital infrastructure, the educational environment with the use of 

digital educational technologies and digital educational products also includes a psychological 
aspect – the result of professional and cohesive activity of a team of teachers and other employees 
of an educational institution, their readiness and ability to participate in the formation of the 
digital education ecosystem. 

As a result of the conducted empirical research, the following conclusions can be drawn: 
- a number of parameters have been identified that increase the psychological safety of 

younger schoolchildren: an adequate self-assessment of their mind, abilities and character, as well 
as an increased self-assessment of their authority among peers, self-confidence, their appearance 
and the ability to do a lot with their own hands; 



European Journal of Contemporary Education. 2021. 10(4) 

1010 

 

- a number of parameters have been identified that reduce the psychological safety of 
schoolchildren: fear of self-expression, fear of a knowledge test situation, fear of not meeting the 
expectations of others, low physiological resistance to stress; 

- with an increase of the experience of learning with the use of digital technologies and 
products, both positive personal characteristics (leadership mindset) and negative ones (desire to 
achieve success without making an effort) are developed. 

 
6. Recommendations 
Standardization of digital educational products and digital technologies should be based on 

the identified psychological and pedagogical foundations: 
- compliance with the zone of the child's closest development, and this applies to all higher 

mental functions (memory, attention, thinking, etc.), and this also applies to multifunctional 
mental formations (intelligence, arbitrariness, awareness of action), skills (literacy, reading); 

- compliance with the leading activity of each age period; 
- compliance with the specifics of psychological neoplasms of students at each age stage; 
- availability of conditions for the development of self-knowledge of students through 

understanding and finding personal meanings; 
- the presence of safety for the physical, psychological and social health of participants in the 

educational process. 
Thus, in order for learning with the use of digital educational technologies and digital 

educational products to personify and differentiate the educational process, to increase the 
motivation of learning, to ensure effective and prompt communication between all the participants 
in the educational process and to positively affect the quality of education, it is necessary to take 
into account all of the above psychological and pedagogical foundations. 

The psychological and pedagogical foundations of standardization of digital technologies and 
products in the educational process contribute to the formation of the ecosystem of the digital 
educational environment. In this regard, the work on the formation of the digital education 
ecosystem should contain propaedeutic and preventive work with teachers, students and their 
parents aimed at preventing violations of physical, psychological and social health. 
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